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1. Introduction 

SmartHR, delivered by Smart City Systems (SCS), is hosted on a secure, high-availability private 
cloud infrastructure managed within a third-party Tier III certified data center. This data center 
has been carefully selected based on its industry certifications (including ISO/IEC 27001:2013) 
and ability to support mission-critical workloads such as payroll processing, employee data 
management, and secure self-service HR operations. 

While the physical infrastructure is managed by the data center provider, SCS retains complete 
control and responsibility over the application stack, including software deployment, platform 
management, data segregation, encryption, user access governance, and compliance with 
international and local regulatory standards. 

The infrastructure is designed with an "N+1" redundancy model, meaning every critical 
component—from power and internet connectivity to storage and compute—has a failover 
counterpart. This ensures consistent uptime, eliminates single points of failure, and enables 
seamless continuity for all clients. 

 

SaaS Network and Deployment Architecture Diagram with DR (Disaster Recovery) 
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High Availability: Load balancing and multiple servers ensure uptime. 

Data Security: HTTPS, firewalls, and WAF protect against threats. 

Disaster Recovery: Azure DR site provides business continuity. 

Scalability: Modular design allows horizontal scaling of application or database tiers. 

Compliance Ready: Suitable for ISO 27001, GDPR, and regional data residency regulations. 

 

2. Hosting Infrastructure and Data Center Capabilities 

The hosting environment supporting SmartHR includes the following features provided by our 
third-party data center partner, validated and integrated into our SaaS architecture by SCS: 

• Redundant Power Infrastructure: Dual utility feeds, online UPS systems, and auto-start 
diesel generators to ensure uninterrupted power to servers and critical systems. 

• Precision Environmental Controls: Hot/cold aisle containment systems with continuous 
HVAC, humidity regulation, and particulate filtration, maintaining optimal conditions for 
hardware. 

• 24/7 Security Monitoring: Physical security controls including biometric access, RFID card 
authentication, CCTV surveillance with a minimum 60-day retention period, and on-site 
security personnel. 

• Redundant Network Links: Dual ISP connections with BGP routing and high-speed 
bandwidth provisioning. Redundant switching fabrics and intrusion prevention ensure 
uninterrupted internet access. 

• Enterprise-Class Hardware: Infrastructure utilizes top-tier Dell EMC and HPE servers 
configured with RAID, ECC RAM, and multi-core virtualization-ready CPUs to support 
scalable workloads. 

• Physical Access Segregation: Strict control of entry to zones within the facility, separating 
co-hosted systems from SmartHR infrastructure through role-based zoning. 

 

3. IT Security Framework (Managed by SCS) 

Smart City Systems implements a defense-in-depth cybersecurity approach, integrating logical, 
administrative, and technical controls: 
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• Layered Segmentation: Logical separation between internet-facing components 
(gateway), demilitarized zones (DMZ), internal services (network), and protected 
workloads (server layer). 

• Audit and Compliance: Security and configuration audits are conducted every 60 days. 
Changes are tracked under a structured change management policy. 

• SIEM Logging: Logs from firewall, network, OS, application, and database layers are 
centralized in a Security Information and Event Management (SIEM) solution with real-
time alerting. 

• Patch and VA/PT Management: Weekly security patch assessments and quarterly 
vulnerability scans/penetration testing are enforced across environments. 

• Endpoint Protection: Advanced AV and EDR tools safeguard VMs and admin endpoints 
from ransomware, malware, and behavioral threats. 

• Snapshot Backups: Snapshot images are taken during maintenance windows and stored 
securely to enable rollback in case of system compromise or corruption. 

• MFA Enforcement: All administrator and privileged access is governed by multi-factor 
authentication integrated with conditional access policies. 

• Strict Role-Based Access: SCS employs granular RBAC, limiting access based on task, time, 
and need, enforced through Azure AD and just-in-time access workflows. 

 

4. Application Delivery & Data Security 

SmartHR is delivered through a multi-tier cloud-native architecture, optimized for performance, 
resilience, and secure access: 

• Redundant Application Servers: High-availability clusters with auto-scaling and traffic 
load balancing support uninterrupted service delivery. 

• HTTPS & TLS 1.2/1.3 Encryption: End-to-end transport security via SSL with modern 
cryptographic protocols including AES_128_CBC, SHA-2, and RSA 2048-bit key exchange. 

• User Activity Logging: SmartHR logs every user session detail including user ID, IP address, 
browser, login/logout times, accessed pages, and data export activities. 

• Penetration Testing & Audits: Ethical hacking and black-box testing are conducted at 
least bi-annually by independent assessors. 

• TDE & CLE Encryption: To ensure the highest level of data security, we employ robust 
encryption strategies: 

Transparent Data Encryption (TDE): TDE is applied to safeguard your data at the storage 
level. This protects the entire physical media, including the database itself, log files, and 
all backups or snapshots, from unauthorized access or reading, even if the storage 
media is compromised. 
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SQL Server Cell-Level Encryption: For sensitive information within the database, we 
utilize SQL Server's Cell-Level Encryption. This specifically encrypts and protects critical 
data points such as: 

o Employee Information: (e.g., date of birth, contact details, usernames) 
o Financial Information: (e.g., salary, benefits, payroll, bank details) 

Encrypted Attachments: All attachments are stored in an encrypted format within the 
database, effectively preventing any direct physical file access. 

• Data Isolation Per Tenant: Except SmartHR lite version, each customer is hosted in a 
logically separated SQL instance or schema, ensuring strict data boundaries and zero 
leakage. 

• Security Alerts: Alerting and notifications are triggered for abnormal login behavior, 
excessive failed attempts, data downloads, and admin privilege escalations. 

• Targeted 99% Uptime: Backed by SLA terms and supported by multi-node monitoring 
every 3 minutes, with failover capabilities to regional instances. In case this target is not 
met, service credits or remedies shall be defined under the Master SLA 

 

Application Delivery Model 
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5. Backup, Replication & Disaster Recovery 

To protect against data loss and service disruption, SCS uses layered backup and DR mechanisms: 

• Automated Daily Backups: Orchestrated through enterprise backup tools (e.g., Azure 
Backup,ASR, Veeam), including full, incremental, and transaction log backups. 

• 3-2-1 Backup Model: We maintain 3 copies of data, on 2 different media, with 1 stored 
offsite. 

• Offsite Vaulting: Periodic full backups are transferred every 72 hours to an 
environmentally secured storage vault, compliant with fire and tamper protection. 

• Geo-Replication: Active data replication is configured across multiple Azure regions (UAE 
and India), supporting seamless regional failover. 

• Recovery Point Objective (RPO) – 24 Hours 
The Recovery Point Objective (RPO) refers to the maximum acceptable amount of data 
loss measured in time. In our setup, the RPO is defined as 24 hours. This means that, in 
the unlikely event of a critical failure or data loss incident, the maximum potential loss 
of data will be limited to the changes made in the last 24 hours. 
We achieve this RPO target through a robust daily backup strategy, where data is 
securely backed up every 24 hours to a remote and encrypted storage location. In the 
event of a failure or data corruption, the most recent backup within this 24-hour 
window will be used to restore the system, ensuring minimal data loss and business 
continuity. 

• Recovery Time Objective (RTO) – 24 Hours 
The Recovery Time Objective (RTO) represents the maximum targeted duration of time 
within which services must be restored after a disruption to avoid unacceptable 
consequences. Our RTO is set to 24 hours, which means we are committed to bringing 
the system back online within one day following a disaster event such as a data center 
outage. 

To meet this objective, we have implemented automated provisioning and 
infrastructure-as-code practices that enable rapid deployment of services in alternate 
data centers or cloud environments. These contingency measures ensure that our 
critical applications and services can be recovered and operational within the 
designated RTO timeframe, minimizing downtime and its impact on end users. 

• Automated DR Orchestration: Infrastructure-as-Code (IaC) templates rapidly redeploy 
services and environments during disaster recovery. 

• Quarterly DR Testing: Regular simulated failover tests to verify business continuity 
preparedness and SLA compliance. 
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• Encrypted Backups: All backups are protected using AES-256 encryption, with access 
restricted by secured certificates and hardware key storage. 

 

6. Data Sanitization Protocols 

Smart City Systems ensures that all client data is handled, retained, and destroyed according to 
strict standards: 

• Cryptographic Erase: Secure deletion of encryption keys to render data unreadable. 
• NIST-Compliant Wiping: Full media wipe using tools that conform to NIST SP 800-88 

recommendations. 
• Client-Initiated Data Deletion: Clients may request permanent data deletion, subject to 

contractual and regulatory obligations. Confirmation of data deletion will be provided 
based on best-effort sanitization aligned with industry standards, without implying 
forensic-level guarantee.  

• Media Lifecycle Management: All drives used in backup rotation or server retirement are 
sanitized using certified tools such as Blancco or DBAN prior to reuse or disposal. 

 

 

7. Support Access & Privacy Controls 

• SmartHR support is managed exclusively by SCS’s internal helpdesk and cloud 
administration teams. 

• Temporary access to environments is granted only via staff-specific accounts with audit 
logging. 

• Passwords and confidential credentials are never visible to support personnel. 
• End users may access logs of their session activity, device access, and recent login history 

via the ESS portal. 
• Customers are responsible for maintaining security hygiene of their end-user 

environments including access credentials, local antivirus software, and browser-level 
controls. 
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8. Data Privacy & Client Communication 

SmartHR operates under a strict privacy regime aligned with global and local regulations: 

• ISO/IEC 27001:2013 Information Security Management 
• UAE Federal Personal Data Protection Law (PDPL) 

 

9. Data Confidentiality and Security Assurance 

At Smart City Systems (SCS), we are committed to maintaining the highest standards of data 
privacy and protection. Under no circumstances is client data ever shared with third parties. 

To ensure complete data confidentiality and security, the following safeguards are in place: 

• End-to-End Encryption: All client data is encrypted both at rest and during transmission 
using industry-standard encryption protocols. This ensures data remains protected from 
unauthorized access at all stages. 

• Logical Tenant Isolation: While SmartHR operates on a shared infrastructure model, 
except SmartHR lite no client shares the same application or database instance unless 
explicitly agreed upon in the contract. Logical separation safeguards tenant data from 
any cross-access. 

• Access Control and Auditing: Access to data is governed by stringent role-based access 
controls. Every access attempt is logged and fully auditable to maintain accountability 
and transparency at all levels. 

These measures ensure your data remains secure, private, and fully protected throughout its 
lifecycle within our platform. 

This document is intended for technical and operational overview purposes only. All service-level 
terms, liabilities, warranties, and indemnity clauses are governed by the Master Services 
Agreement (MSA). Smart City Systems shall not be liable for delays or disruptions caused by third-
party providers, acts of God, regulatory changes, or other events beyond its reasonable control. 

For more information: SmartHR Privacy Policy 

Contact Us: 
info@smartcitysystems.com 
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